DESCRIPTION 
INFORMATION PROCESSING METHOD 
AND INFORMATION PROCESSING APPARATUS 



5 TECHNICAL FIELD 

The present invention relates to an information processing method and an 
information processing apparatus, and particularly relates to an information processing 
method and an information processing apparatus for receiving a command from a 
predetermined user and processing this command and transmitting processed results 
10 thereof. 

BACKGROUND ART 
An IC card (smart card) utilized in an electronic money system and a security 
system is developed. 

A CPU for performing various kinds of processings, a memory for storing data 
15 required in these processings, etc. are built-in such an IC card and data are transmitted 
and received in a state in which the card comes in contact with a predetermined 
reader/writer (R/W). 

There is also an IC card of a batteryless type itself having no battery among the 
IC cards. An electric power is supplied from the reader/writer (R/W) to such an IC 
20 card of the batteryless type. 

However, such an IC card is used as a premise in a state in which the IC card 
comes in contact with the reader/writer (RTW). Accordingly, when the IC card is used 
in a noncontact fashion, a problem exists in that it is difficult for the IC card to obtain 
an electric power. 

25 It may be also considered that a non-contact type IC card transits and receives 

data by utilizing an electromagnetic wave in a noncontact fashion between the IC card 
and the reader/writer (R/W) and an electric power required for the IC card is supplied 
by this electromagnetic wave. In such a method, the IC card can not obtain a sufficient 
electric power when a receiving state of the electromagnetic wave becomes bad while 

30 the card gets access to its built-in memory. Therefore, a problem exists in that there is 



a possibility of causing a defect in matching of data in the memory (memory 
corruption is caused). 

Further, an area proportional to the size of an area for storing data is required to 
manage the data when information is held every storing imit of the data (every sector 
5 in the case of an MS-DOS(Microsoft-Disc Operating System)) as in a FAT (File 

Allocation Table) of the MS-DOS. Accordingly, there is a problem of a reduction in 
utilization efficiency of the memory. Further, when the memory area is managed in a 
predetermined storing unit of the data and data having a size smaller than this unit are 
stored, problems exist in that an unused memory area is caused and utilization 

1 0 efficiency of the memory is reduced fiirther. 

Further, since uniform processing is performed with respect to the reader/writer 
(R/W) in the above IC card, a problem exists in that it is difficult to perfomi individual 
processings corresponding to plural readers/writers. 

The present invention is made in consideration of such situations. The present 

1 5 invention utilizes a memory section including a first area for storing data of plural 

users and a second area used by said plural users stored in said first area and managed 
in a physical block unit having a predetermined size. A logic block number is 
allocated to data stored in that physical block. The data are stored in a physical block 
except for the physical block storing the data having that logic block number. A 

20 number corresponding to a storing order is allocated to the data stored in the physical 
block. When the physical block having a final number is a final physical block, the 
data are stored in a leading physical block. In contrast to this, when the physical block 
having the final number is the final physical block, the data are stored in a physical 
block next to the physical block having the final number. Thus, the occurrence of 

25 memory corruption in a memory is logically restrained. 

Further, in the present invention, nxmibers corresponding to the leading and 
final physical blocks of an area used by each of the users are held so that data can be 
managed by an information amount (the numbers corresponding to the leading and 
final physical blocks) proportional to the number of users instead of a size of the area 

30 used by each of the users. 
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Further, in the present invention, plural data for prescribing a predetermined 
area in the second area and respective different access rights are stored in the first area 
in the above memory section in accordance with one user. The data for prescribing the 
predetermined area in the second area are stored in the first area in accordance with 
5 plural users. Thus, individual processings can be performed in accordance with the 
plural users (R/W). 

DISCLOSURE OF THE INVENTION 
In one embodiment, an information processing method is characterized by 
including a step for receiving a command fi-om a predetermined user, a step for 

10 processing the command by utilizing a memory section including a first area for 

storing data of one user or more and a second area used by one user or more stored in 
the first area and set in a vacant area unused as the first area, and a step for 
transmitting results of the processing. 

In another embodiment, an information processing apparatus is characterized 

15 by including a receiving means for receiving a command firom a predetermined user, a 
memory means including a first area for storing data of one user or more and a second 
area used by one user or more stored in the first area and set in a vacant area unused as 
the first area, a processing means for processing the command by utilizing the memory 
means, and a transmitting means for transmitting results of the processing. 

20 In a fiirther embodiment, an information processing method is characterized in 

that the processing means comprises a step for allocating a logic block number to data 
stored in the physical block the memory means comprises, and a step for storing new 
data having a predetermined logic block number in a physical block except for the 
physical block storing the data having that logic block number. 

25 In one embodiment, an information processing apparatus is characterized by 

comprising a receiving means for receiving a command firom a predetermined user, a 
processing means for processing the command, a transmitting means for transmitting 
results of the processing, and a memory means including a first area for storing data of 
one user or more and a second area used by one user or more stored in the first area 

30 and managed in a physical block imit having a predetermined size, and in that the 

processing means allocates a logic block number to data stored in the physical block; 
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and the memory means stores new data having a predetermined logic block number in 
a physical block except for the physical block storing the data having that logic block 
number. 

In another embodiment, an information processing method is characterized in 
5 that the data of a predetermined block of the second area have a recognition number, 
and the processing means compares a recognition number given by the command 
supplied from the user with the recognition number given by the data so as not to 
repeatedly process the same command. 

In a further embodiment, an information processing apparatus is characterized 

10 by including a receiving means for receiving a command from a predetermined user, a 
processing means for processing the command, a transmitting means for transmitting 
results of the processing, and a memory means including a first area for storing data of 
one user or more and a second area used by one user or more stored in the first area 
and managed in a block xmit having a predetermined size, and in that the data of a 

15 predetermined block of the second area of the memory means have a recognition 
number, and the processing means compares a recognition number given by the 
command supplied from the user with the recognition number given by the data so as 
not to repeatedly process the same command. 

In one embodiment, an information processing method is characterized in that 

20 the processing means includes a step for allocating a number corresponding to a 

storing order to the data stored in the block, and a step, in the memory means storing 
numbers corresponding to the leading and final blocks of an area used by the user in 
the first area, for storing new data in a leading block when a block having a final 
number is a final block, and storing the new data in a block next to the block having 

25 the final nvmiber when the block having the final number is not the final block. 

In another embodiment, an information processing apparatus is characterized 
by comprising a receiving means for receiving a command from a predetermined user, 
a processing means for processing the command, a transmitting means for transmitting 
results of the processing, and a memory means including a first area for storing data of 

30 one user or more and a second area used by one user or more stored in the first area 
and managed in a block unit having a predetermined size, and in that the processing 
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means allocates a number corresponding to a storing order to data stored in the block, 
and the memory means stores numbers corresponding to the leading and final blocks 
of an area used by the user in the first area, and stores new data to the leading block 
when a block having the final number is the final block, and also stores the new data in 
5 a block next to the block having the final number when the block having the final 
number is not the final block. 

In a fiirther embodiment, an information processing method is characterized by 
including a step for receiving a command firom a predetermined user, a step for 
processing the command by utilizing a memory section including a first area for 

1 0 storing data of one user or more and a second area used by one user or more stored in 
the first area and managed in a block unit having a predetermined size and storing 
plural data for respectively prescribing different access rights to one user in a 
predetermined area of the second area in the first area; and a step for transmitting 
results of the processing. 

15 In one embodiment, an information processing apparatus is characterized by 

including a receiving means for receiving a command fi-om a predetermined user, a 
processing means for processing the command, a transmitting means for transmitting 
results of the processing, and a memory means including a first area for storing data of 
one user or more and a second area used by one user or more stored in the first area 

20 and managed in a block unit having a predetermined size, and in that the memory 

means stores plural data for respectively prescribing different access rights to one user 
and a predetermined area in the second area in the first area. 

In another embodiment, an information processing method is characterized by 
including a step for receiving a command fi-om a predetermined user, a step for 

25 processing the command by utilizing a memory section including a first area for 

storing data of plural users and a second area used by the plxiral users stored in the first 
area and managed in a block unit having a predetermined size, and storing data for 
using a predetermined area in the second area by the plural users in cooperation with 
each other in the first area, and a step for transmitting results of the processing. 

30 In a fiirther embodiment, an information processing circuit is characterized by 

comprising a receiving means for receiving a command from a predetermined user, a 
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processing means for processing the command, a transmitting means for transmitting 
results of the processing, and a memory means including a first area for storing data of 
plural users and a second area used by the plural users stored in the first area and 
managed in a block unit having a predetermined size, and in that the memory means 
5 stores data for using a predetermined area in the second area by the plural users in 
cooperation with each other in the first area. 

In another embodiment, an information processing method is characterized by 
including a step for receiving a command fi"om a predetermined user, a step for 
processing the command by utilizing a memory section including a first area for 

10 storing data of plural users and a second area used by the plural users stored in the first 
area and managed in a block xmit having a predetermined size, and storing plural data 
for respectively prescribing different access rights to the plural users and a 
predetermined area in the second area in the first area, and a step for transmitting 
results of the processing. 

15 In a fiuther embodiment, an information processing apparatus is characterized 

by including a receiving means for receiving a command fi*om a predetermined user, a 
processing means for processing the command, a transmitting means for transmitting 
results of the processing, and a memory means including a first area for storing data of 
plural users and a second area used by the plural users stored in the first area and 

20 managed in a block unit having a predetermined size, and in that the memory means 
stores plural data for respectively prescribing different access rights to the plural users 
and a predetermined area in the second area in the first area. 

In one embodiment of the information processing method, a command is 
processed by utilizing a memory section including a first area for storing data of one 

25 user or more and a second area used by one user or more stored in the first area and set 
in a vacant area unused as the first area. 

In one embodiment of the information processing apparatus, the processing 
means processes the command by utilizing the memory means including a first area for 
storing data of one user or more and a second area used by one user or more stored in 

30 the first area and set in a vacant area unused as the first area. 
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In another embodiment of the infomiation processing method, the processing 
means allocates a logic block number to data stored in the physical block, and the 
memory means stores new data having a predetermined logic block number to a 
physical block except for the physical block storing the data having that logic block 
5 number. 

In a further embodiment of the information processing apparatus, the 
processing means allocates a logic block number to data stored in the physical block, 
and the memory means stores new data having a predetermined logic block number to 
a physical block except for the physical block storing the data having that logic block 
10 number. 

In one embodiment of the information processing method, the data of a 
predetermined block in the second area have a recognition number, and the processing 
means compares a recognition number given by the command supplied from the user 
with the recognition number given by the data so as not to repeatedly process the same 
15 command. 

In one embodiment of the information processing apparatus, the data of a 
predetermined block in the second area of the memory means have a recognition 
number, and the processing means compares a recognition number given by the 
command supplied from the user with the recognition number given by the data so as 

20 not to repeatedly process the same command. 

In another embodiment of the information processing method, the processing 
means allocates a number corresponding to a storing order to data stored in the block. 
The memory means stores new data to a leading block when a block having a final 
number is a final block, while stores the new data to a block next to the block having 

25 the final number when the block having the final number is not the final block. 

In another embodiment of the information processing apparatus, the processing 
means allocates a number corresponding to a storing order to data stored in the block. 
The memory means stores numbers corresponding to the leading and final blocks of an 
area used by the user in the first area, and stores new data to the leading block when a 

30 block having the final number is the final block, while stores the new data to a block 
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next to the block having the final number when the block having the final number is 
not the final block. 

In one embodiment of the information processing apparatus, the command is 
processed by utilizing a memory section including a first area for storing data of one 
5 user or more and a second area used by one user or more stored in the first area and 
managed in a block unit having a predetermined size, and storing plural data for 
respectively prescribing different access rights to one user and a predetermined area in 
the second area in the first area. 

In one embodiment of the information processing apparatus, the memory 
10 means stores plural data for respectively prescribing different access rights to one user 
and a predetermined area in the second area in the first area. 

In one embodiment of the information processing method, the command is 
processed by utilizing a memory section including a first area for storing data of plural 
users and a second area used by the plural users stored in the first area and managed in 
15 a block unit having a predetermined size, and storing data for using a predetermined 
area in the second area by the plural users in cooperation with each other a in the first 
area. 

In another embodiment of the information processing apparatus, the memory 
means stores data for using a predetermined area in the second area by the plural users 
20 in cooperation with each other in the first area. 

In another embodiment of the information processing method, the command is 
processed by utilizing a memory section including a first area for storing data of plural 
users and a second area used by the plural users stored in the first area and managed in 
a block imit having a predetermined size, and storing plural data for respectively 
25 prescribing different access rights to the plural users and a predetermined area in the 
second area in the first area. 

In a fixrther embodiment of the information processing apparatus, the memory 
means stores plural data for respectively prescribing different access rights to the 
plural users and a predetermined area in the second area in the first area. 
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BRffiF DESCRIPTION OF DRAWINGS 
FIG. 1 is a block diagram showing one example of a noncontact card system 
utilizing an IC card 2 in one embodiment of an information processing apparatus 
according to the present invention. 
5 FIG. 2 is a block diagram showing a constructual example of a reader/writer 1 

shown in FIG. 1 . 

FIG. 3 is a block diagram showing the construction of the IC card 2 in one 
embodiment of the information processing apparatus according to the present 
invention. 

10 FIG. 4 is a view showing one example of the memory allocation of an 

EEPROM 66 shown in FIG. 3. 

FIG. 5 is a view showing one allocating example of each of areas of a system 
ID block shown in FIG. 4. 

FIG. 6 is a view showing one example of an attribute section shown in FIG. 5. 
15 FIG. 7 is a view showing one allocating example of each of areas of an area 

definition block shown in FIG. 3. 

FIG. 8 is a view showing one allocating example of a user block shown in FIG. 

3. 

FIG. 9 is a view showing one example of a purse block permission shown in 

20 FIG. 7. 

FIG, 10 is a view showing one allocating example of each of areas of the user 
block shown in FIG. 3. 

FIG. 1 1 is a view showing one example of the attribute section of the user 
block of a random access area shown in FIG. 8. 
25 FIG. 12 is a view showing one allocating example of each of areas of the purse 

block. 

FIG. 13 is a view showing one example of the attribute section of the user 
block of a sequential access area shown in FIG. 8. 

FIG. 14 is a flow chart for explaining an operation of the noncontact card 
30 system shown in FIG. 1. 
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FIG. 15 is a timing chart used for explaining the operation of the noncontact 
card system shown in FIG. 1. 

FIG. 16 is a view showing one example of BPSK modulation. 

FIG. 17 is a flow chart used for explaining an operation of the IC card 2 at a 
5 writing time to the user block of the random access area shown in FIG. 8. 

FIG. 18 is a flow chart used for explaining the operation of the IC card 2 at the 
writing time to the user block of random access area shown in FIG. 8. 

FIG. 19 is a flow chart used for explaining the operation of the IC card 2 at the 
writing time to the user block of random access area shown in FIG. 8. 
10 FIG. 20 is a flow chart used for explaining an operation of the IC card 2 at a 

writing time to the user block of the sequential access area shown in FIG. 8. 

FIG. 21 is a flow chart used for explaining the operation of the IC card 2 at the 
writing time to the user block of sequential access eirea shown in FIG. 8. 

1 5 DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 shows one example of a noncontact card system utilizing a reader/writer 
R/W 1 and an IC card 2. The R/W 1 and the IC card 2 transmit and receive data in a 
noncontact fashion by utilizing an electromagnetic wave. 

When the RAV 1 transmits a predetermined command to the IC card 2, the IC 
20 card 2 is set to receive that command and perform processing corresponding to that 
command. 

When the R/W 1 transmits data to the IC card 2, the IC card 2 as one 
embodiment of an information processing apparatus of the present invention is set to 
receive that command, process the received command and transmit responsive data 
25 corresponding to its processed results to the R/W 1 . 

The R/W 1 is connected to a controller 3 through a predetermined interface (for 
example, RS-485 A) and is supplied with a predetermined control signal from the 
controller 3 to perfomi processing according to the control signal. 

FIG. 2 shows the construction of the R/W 1 . 
30 In an IC 21, a DPU (data processing unit) 31, an SPU (signal processing unit) 

32, an SCC (signal communication controller) 33, and a memory section comprising of 
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a ROM section 41 and a RAM section 42 are connected to each other through a bus. 
The DPU processes data. The SPU processes data transmitted to the IC card 2 and 
data received from the IC card. The SCC 33 communicates with the controller 3. The 
ROM section stores information required for the processing of data in advance. The 
5 RAM section 42 for temporarily stores data which are being processed. 

A flash memory 22 for storing predetermined data is also connected to the bus. 

The DPU 3 1 is set to output a command transmitted to the IC card 2 to the SPU 
32 and receive responsive data received from the IC card 2 through the SPU 32. 

The SPU 32 performs a predetermined processing (for example, BPSK 
10 (BiPhase Shift Ke3dng) modulation (described later)) with respect to a command to be 
transmitted to the IC card 2. Thereafter, the SPU is set to output processed data to a 
modulating circuit 23 and receive responsive data transmitted by the IC card 2 from a 
demodulating circuit 25 and perform a predetermined processing with respect to the 
data. 

15 The modulating circuit 23 is set to ASK( Amplitude Shift Keying)-modulate a 

carrier wave of a predetermined frequency (e.g., 13.56 MHz) supplied from an 
oscillator 26 by data supplied from the SPU 32 and output the generated modulating 
wave to the IC card 2 as an electromagnetic wave through an antenna 27. At this time, 
the modulating circuit 23 sets a modulating degree to be smaller than one and performs 

20 the ASK modulation. Namely, a maximum amplitude of the modulating wave is set 
such that this maximum amplitude does not become zero even when data shows a low 
level. 

The demodulating circuit 24 is set to demodulate the modulating wave (ASK 
modulating wave) received through the antenna 27 and output the demodulated data to 
25 the SPU 32. 

FIG. 3 shows a constructual example of the IC card 2 according to one 
embodiment of the present invention. In this IC card 2, an IC 51 is set to receive a 
modulating wave transmitted by the R/W 1 through an antenna 53. A capacitor 52 
constructs an LC circuit together with the antenna 53 and is set to be tuned to an 
30 electromagnetic wave of a predetermined frequency (carrier frequency). 
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In the IC 51, an RF interface section 61 (a signal receiving means, a signal 
transmitting means) detects and demodulates the modulating wave (ASK modulating 
wave) received through the antenna 53 in an ASK demodulating section 81, and 
outputs demodulated data to a BPSK demodulating circuit 62 and a PLL (Phase 
5 Locked Loop) section 63. Further, a signal detected by the ASK demodulating section 
81 is stabilized by a voltage regulator 82 and then is supplied to each circuit as a direct 
current power. 

The RF interface section 61 is set to oscillate a frequency signal same as a 
clock frequency of data by its oscillating circuit 83 and output that signal to the PLL 
10 section 63. 

Then, the ASK modulating section 81 of the RF interface section 61 changes a 
load of the antenna 53 as a power source of the IC card 2 in accordance with data 
supplied from an arithmetic section 64 (a processing means) (For example, a 
predetermined switching element is tumed on/off in accordance with data and a 

15 predetermined load is connected in parallel to the antenna 53 only when the switching 
element is tumed on). Thus, the ASK modulating section 81 is set to ASK-modulate 
the modulating wave (a maximum amplitude of the modulating wave is set to be 
constant when data are transmitted from the IC card 2) received through the antenna 
53, and transmit a modulating component of the modulating wave to the R/W 1 

20 through the antenna 53 (change a terminal voltage of the antenna 27 of the R/W 1). 

The PLL section 63 is set to generate a clock signal from data supplied from 
the ASK demodulating section 81 in synchronization with the data and output the 
clock signal to the BPSK demodulating circuit 62 and a BPSK modulating circuit 68. 
When data demodulated by the ASK demodulating section 81 are 

25 BPSK-modulated, the BPSK demodulating circuit 62 is set to demodulate the data in 
accordance with the clock signal supplied from the PLL circuit 63 and output the 
demodulated data to the arithmetic section 64. 

When the data supplied from the BPSK demodulating circuit 62 are 
enciphered, the arithmetic section 64 decodes the data by a cipher/decode section 92. 

30 Thereafter, the data are processed by a sequencer 91 as a command. When the data are 
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not enciphered, the data suppUed from the BPSK demodulating circuit 62 are directly 
supplied to the sequencer 91 without passing through the cipher/decode section 92. 

The sequencer 91 is set to perform a processing corresponding to the supplied 
command. For example, at this time, the sequencer 91 processes data stored in an 
5 EEPROM 66 (a memory means). 

A parity arithmetic section 93 of the arithmetic section 64 is set to calculate a 
Reed-Solomon code as parity from data to be stored in the EEPROM 66 and the data 
stored in the EEPROM 66. 

Further, after a predetermined processing is performed in the sequencer 91, the 
10 arithmetic section 64 is set to output responsive data (data to be transmitted to the R/W 
1) corresponding to that processing to the BPSK modulating circuit 68. 

The BPSK modulating circuit 68 is set to BPSK-modulate the data supplied 
from the arithmetic section 64 (described later) and output the modulated data to an 
ASK modulating section 84 of the RF interface section 61 . 
15 When the sequencer 91 performs the processing, a RAM 67 is set to 

temporarily store data during the processing, etc. 

The EEPROM (Electrically Erasable and Programmable ROM) 66 is a 
nonvolatile memory and is set to continuously store data even after communication of 
the IC card 2 with the RAV 1 is terminated and electric power supply is stopped. 
20 FIG. 4 shows one example of memory allocation of the EEPROM 66. 

The EEPROM 66 has 256 physical blocks of 40 bytes. Each of the physical 
blocks is constructed by a total of 40 bytes of a data section of 32 bytes (DOO to Dlf), 
an attribute section of 2 bytes (ATI, AT2), and a parity section of 6 bytes (PO to P5). 

A physical block nimiber ffH (H represents a hexadecimal number) of the 
25 EEPROM 66 is allocated to a system ID block. The system ID block stores 
information with respect to the security of the IC card 2. 

Next, the physical blocks are allocated to a common area definition block (first 
area) or a provider area definition block (first area) sequentially from a physical block 
number fdH to a physical block number OOH. 
30 When the IC card 2 is issued, a person (provider) providing a system utilizing 

this IC card 2 is registered to the EEPROM 66 by a predetermined device (issuing 
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device). The issuing device uses a provider area definition block sequentially from the 
physical block niunber fdH to the physical block number OOH in one physical block 
per one provider and registers the provider. 

Information such as the position of a storing area used by the provider, etc. is 
5 stored in a common area definition block and the provider area definition block. 

The physical blocks unused as the system ID block and the provider area 
definition block are allocated to a user block used by the provider. 

FIG. 5 shows one example of the allocation of respective data with respect to 
the system ID block. 

10 A manufacture ID (IDm) at a manufacturing time of the EEPROM 66 is stored 

in a data section from DOO to DOf. An IC code of the EEPROM 66, the code of a 
manufacture equipment manufacturing the EEPROM 66, a manufacture date of the 
EEPROM 66 and a manufacture serial mmaber of the EEPROM 66 are respectively 
stored in an area from DOO to DOS, an area from D04 to D07, an area from DOS to DOb 

15 and an area from DOc to DOf. 

All the IC cards 2 (EEPROMS 66) can be discriminated from each other by 
utilizing information of the IDm. The manufacture date is set to the number of days 
from January 1, 2000 with January 1, 2000 as OOOOH. When the manufacture date is a 
date in the 1990s, the manufacture date is represented as a negative day niunber from 

20 January 1, 2000 by utilizing a complement of 2. 

An issue ID (IDi) at an issuing time of the ID card 2 is stored in the data 
section from DIO to Dlf. A category/group nimiber showing a belonging category and 
a belonging group of the IC card 2, a code of the issuing device issuing this IC card 2, 
an issuing date of the IC card 2 and an effective expiration period of the IC card 2 are 

25 respectively stored in an area from D10toD13,an area from D14 to D17, an area from 
D18 to Dlb and an area from Die to Dlf 

FIG. 6 shows an attribute section of the system ID block. The attribute section 
stores the number of registered providers. The issuing device uses one physical block 
when one provider is registered. At this time, a value of this attribute section is 

30 updated. 
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The value of the attribute section is set to zero at its manufacturing time. 
Thereafter, when the issuing device registers providers to the IC card 2, the value of 
the attribute section is updated by the number of registered providers. 

The parity section of the system ID block stores a Reed-Solomon code (RS 
5 code) calculated by the parity arithmetic section 93 from the values of respective bits 
of the data section and the attribute section. Accordingly, a value of the parity section 
is recalculated every time the value of the data section or the attribute section is 
updated. 

FIG. 7 shows one example of each of the common area definition block and the 
10 provider area definition block. Data are written to these blocks by the issuing device 
in advance when the IC card 2 is issued. 

The common area definition block is arranged at a physical block number feH 
of the EEPROM 66 and stores the setting of a memory area (common area) (second 
area) used by all the providers. 
15 The provider area definition block is arranged from the physical block number 

fdH of the EEPROM 66 to the physical block number OOH, and stores information of 
the providers in one physical block per one provider. 

As shown in FIG. 7, a provider code showing kinds of the providers is stored in 
areas DOO, DOl of the data section DOO to Dlf in the area definition blocks (the 
20 common area definition block and the provider area definition block). In the case of 
the common area definition block, values of the areas DOO, DOl are set to OOOOH. In 
the case of the provider area definition block, values of the areas DOO, DOl are set to 
any value from OOOIH to FFFFH. 

Areas D02 to DOS of the data section of each of the area definition block store 
25 an allocation table constructed by the number BNo (areas D02, DOS) of a leading 
physical block in a memory area (provider area) (second area) used by the provider, 
and a number BNl (areas D04, D05) (BNi>BNo) of the next physical block to the 
number of a final physical block. As shown in FIG. 8, the provider area is set at a 
predetermined position of the EEPROM 66 except for the system block (the system ID 
30 block and the area definition block). 
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Thus, since the provider area is designated by the BNo and BNi, data can be 
managed by an amount of information proportional to the number of providers instead 
of the size of an area used by a provider (user) so that the utiUzation efficiency of the 
memory can be increased. 

Areas D06 to D09 of the data section of the area definition block store a 
partition table constructed by a block number Bra (areas D06, D07) of a random 
access area (described later) and the block number Brw (areas DOS, D09) of read/write 
blocks within the random access area among the memory area used by the provider. 
At this time, the block number BRA of the random access area is set to a value 
satisfying the following formula 

Bra = 0 

or the following formula 
2 X n Bra 5 Bni — Bno 

(n is the nxmiber of write buffers (described later)). The block nimaber Brw of 
read/write blocks is set to Brw=0 in the case of Bra=0. In contrast to this, this block 
number Brw is set to a value satisfying the following relation 

N_ Brw < Bra -n 
in the case of Bra 0. 

A write buffer number n of the random access area is stored in areas DOa, DOb 
of the data section of the area definition block. The n- write buffers are utilized when 
n-data are simultaneously stored in logic block numbers OOH to (00+n (hexadecimal 
notation)) H of the random access area. Only one write buffer is utilized when data are 
stored in a physical block having another logic block number in the random access 
area. 

As mentioned above, an area (the provider area or the common area) from the 
physical block number BNo to the physical block number (BNi-1) is allocated to a 
provider designated by the provider code in accordance with the area definition block 
as shown in FIG. 8. Further, BRA-physical blocks among that area (the provider area 
or the common area) are allocated to the random access area and the remaining 
physical blocks are allocated to a sequential access area (described later). 
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Further, the random access area is logically allocated to BRw-read/write blocks, 
read only blocks, and n-write buffers in accordance with the area definition blocks as 
shown in FIG. 8. The physical blocks except for the read/write blocks and the write 
buffers are allocated to the read only blocks. 
5 A purse block permission having the information of an access right to a purse 

block (described later) in the memory area (the random access area) utilized by the 
provider is stored in areas DOc, DOd of the data section of the area definition blocks. 

FIG, 9 shows one example of the purse block permission. 

The purse block pemiission (16 bits, bo to bf) shows permission or non- 
10 permission of reading, adding and subtracting instructions with respect to the purse 
block. 

In the purse block permission of the common area definition block, it is stored 
in an area (bit) bb whether or not the purse block is used in a memory area (common 
area) set in the common area definition block. Namely, no purse block is used in the 

15 case of bb=0. In contrast to this, the purse block is used in the case of bb=l . The other 
areas (bits) in the purse block permission of the common area definition block are not 
particularly used. In the case of bb=l, a read/write block having a logic block number 
of OOH is used as the purse block. 

Next, in the purse block permission of the provider area definition block, it is 

20 stored in an area b3 whether or not the purse block is used in a memory area set in the 
provider area definition block. Namely, no pxirse block is used in the case of b3=0. In 
contrast to this, the purse block is used in the case of b3=l . In the case of bs^l , a 
read/write block having a logic block number of OOH is used as the purse block. 

It is then stored in an area b2 whether an adding instruction with respect to that 

25 purse block is given or not. It is also stored in an area bi whether a subtracting 

instruction with respect to that purse block is given or not. It is further stored in an 
area bo whether a reading operation with respect to that purse block is performed or 
not (This instruction is allowed in the case of bi=l (i=0, I, 2), and is not allowed in the 
case of bi=0). It is also stored in an area bb whether or not the purse block is used in 

30 the memory area set in the common area definition block. The same value as bb of the 
purse block permission of the common area definition block is stored in the area bb. 

17 



It is further stored in an area ba whether the adding instruction with respect to 
that purse block is allowed or not. It is stored in an area b9 whether the subtracting 
instruction with respect to that purse block is allowed or not. It is also stored in an 
area bg whether the reading operation with respect to that purse block is permitted or 
5 not (This instruction is allowed in the case of bi=l (i=8, 9, a) and is not allowed in the 
case of bi=0.) 

A version number of a security key (a common key and a provider key) utilized 
in authentication, encryption and decoding of a provider (R/W 1) is stored in areas 
DOe, DOf of the data section of the area definition blocks. The security key is stored in 
1 0 areas D 1 0 to Dlf of the data section. 

When the R/W 1 performs polling, the IC card 2 sends back version numbers 
of these two keys (the common key and the provider key). Accordingly, the security 
keys of plural versions can be separately used in the authentication between the RAV 1 
and the IC card 2. 

15 The attribute sections ATI, AT2 of the area definition block are provided as a 

reserve and no information is particularly stored therein. Parity (an RS code) 
calculated fi^om all bit values of the data section and the attribute sections is stored in 
the parity section of the area definition block. 

Thus, the provider code, the allocation table, the partition table, the purse block 

20 permission, the security key version and the security key are stored in the area 
definition block set by the issuing device. 

FIG. 10 shows one example of the user block. A physical block except for the 
system ID block, the common area definition block and the provider area definition 
block in a memory space is used as the user block by a provider. 

25 For example, as shown in FIG. 4, when the memory space is constructed by 

256 blocks and eight providers are registered, 246 (=256-10) blocks except for a total 
of 10 (=1+1+8) system blocks of the system ID block, the common area definition 
block and eight provider area definition blocks are used as user blocks. When 40 
providers are registered, the total number of system blocks is 42 (=1+1+40) so that 214 

30 (=256-42) user blocks are secured. 
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The user blocks are allocated to the respective providers in accordance with the 
allocation table of the area definition block. The providers use the user blocks 
allocated in advance with reference to the allocation table. Accordingly, no providers 
get access to areas except for areas (the provider area or the common area) allocated in 
5 the allocation table. 

The user blocks of the areas (the provider area or the common area) allocated 
in the allocation table are allocated to the random access area and the sequential access 
area in accordance with the above partition table. 

Further, the user block of the random access area is utilized as any one of a 
10 read/write block, a read only block and a write buffer. As mentioned above, the 

number of these blocks is set in accordance with the partition table and the number of 
write buffers. 

A data section firom DOO to Dlf in the user blocks allocated in this way is used 
in accordance with processings performed by providers to which these user blocks are 
15 allocated. 

As shown in FIG. 1 1, an incremental counter (bits bf, be) and a logic block 
number (bits from ba to bo) are stored in the attribute section of a user block in the 
random access area. 

The logic block number and the incremental counter are utilized when the user 
20 blocks of the random access area are accessed. 

When data stored in the random access area are read, the read data (physical 
block) are retrieved by using the logic block nxraiber and newest data are read with 
reference to the incremental counter of data having that logic block number. 

On the other hand, when data are to be stored in the random access area, a 
25 physical block (described later) set to be unnecessary is set to a write buffer with 

reference to the incremental counter and the logic block nvmiber of data already stored 
in the random access area. Thereafter, the data are written to that write buffer. 

When the purse block permission of the above area definition block is set such 
that the purse block is to be used, a read/write block having a logic block number of 
30 OOH is used as the purse block. 



19 



The purse block is utilized when data are often added and subtracted and it is 
not desirable to read already stored values (since a possibility of information leakage is 
increased) and an access right to data is finely set, etc. 

FIG. 12 shows one example of the purse block. Areas DOO to D07 of a data 
5 section from DOO to Dlf in the purse block are utilized as a purse data section. An 
execution ID is stored in areas DOS to DOf of the data section from DOO to Dlf in the 
purse block. Areas DIO to Dlf of the data section of the purse block are utilized as a 
user data section, but are set to perform only a reading operation. 

Predetermined data are stored in the pm-se data section. The execution ID is 
10 referred when an adding or subtracting instruction with respect to the purse block is 

executed. This execution ID is compared with an execution ID included in that adding 
or subtracting instruction. 

On the other hand, as shown in FIG. 13, a wraparoxmd number (bits from bf to 
bo) is stored in the attribute section of a user block of the sequential access area. Data 
15 are sequentially stored in the sequential access area from a leading physical block 
thereof. When data are stored up to the final physical block thereof, data are again 
sequentially stored from its leading physical block (the data are overwritten). This 
sequential order is stored as the wraparound number. 

Accordingly, the wraparound number is utilized when the user block of the 
20 sequential access area is accessed. Further, the wraparound number is sequentially 
referred when data are stored in the sequential access area. The data are stored in a 
physical block next to a physical block having the final wraparound number. At this 
time, the wraparound number of the physical block storing the data thereto is set to a 
number provided by adding one to the final wraparound number. 
25 For example, when an obstacle is caused during a writing operation at a 

previous writing time and a parity error (physical memory corruption) is caused in a 
physical block having the final wraparound number, new data are stored to this 
physical block. When the physical block having the final wraparound nxunber is a 
final physical block of the sequential access area, the new data are stored in a leading 
30 physical block of the sequential access area. 

As mentioned above, the EEPROM 66 is suitably utilized by each provider. 
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Operations of the IC card 2 and the RAV 1 will next be explained with 
reference to the flow chart of FIG. 14 and the timing chart of FIG. 15. 

First, in a step SI, the RAV 1 corresponding to a provider registered at the IC 
card 2 radiates a predetermined electromagnetic wave from the antenna 27 and 
5 monitors a load state of the antenna 27 and is on standby until the IC card 2 

approaches the same and a change in the load state is detected. In the step S 1 , the R/W 
1 may radiate an electromagnetic wave ASK-modulated by the data of a predetermined 
short pattern and the IC card 2 may be repeatedly called until a response from the IC 
card 2 is obtained at a constant time. 

10 When the R/W 1 detects in the step SI that the IC card 2 approaches the same 

(at a time to in FIG. 15), it proceeds to a step S2 and the SPU 32 of the R/W 1 performs 
a BPSK modulating operation by data (a command corresponding to processing 
executed by the IC card 2) (e.g., data shown in FIG. 16(b)) to be transmitted to the IC 
card 2 with a rectangular wave of a predetermined frequency (e.g., a frequency twice a 

15 clock frequency of data) as shown in FIG. 16(a) as a carrier wave. The SPU then 

outputs the generated modulating wave (a BPSK modulating signal) (FIG. 16(c)) to the 
modulating circuit 23. 

When data showing a value 0 appear as shown in FIG. 16(c) by utilizing 
differential conversion at a time of the BPSK modulation, the same BPSK modulating 

20 signal as a just prior BPSK modulating signal ("1""0" or "0""1") is set to a BPSK 

modulating signal. In contrast to this, when data showing a value 1 appear, a BPSK 
modulating signal ("1" is inverted to "0" and "0" is inverted to "1") having an inverted 
phase of the just prior BPSK modulating signal is set to a BPSK modulating signal. 
Thus, data are held by a change in phase of the modulating wave by utilizing 

25 the differential conversion so that the data are demodulated to original data even when 
the BPSK modulating signal is inverted. Accordingly, when the data are demodulated, 
it is not necessary to consider polarities of the modulating wave. 

Then, the modulating circuit 23 ASK-modulates the predetermined carrier 
wave by its BPSK modulating signal in a modulation degree (=a maximum amplitude 

30 of a data signal/a maximum amplitude of the carrier wave) smaller than one (e.g., 0. 1). 
The modulating circuit transmits the generated modulating wave (ASK modulating 
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wave) to the IC card 2 through the antenna 27 (for a time period from to to ti in FIG. 
15). 

When no modulating wave is transmitted, the modulating circuit 23 is set to 
generate the modulating wave at a high level among two levels (high and low levels) 
of a digital signal. 

Next, in a step S3, the IC card 2 converts a part of the electromagnetic wave 
radiated from the antenna 27 of the R/W 1 to an electric signal by the antenna 53 and 
the capacitor 52, and outputs this electric signal (modulating wave) to the RF interface 

61 of an IC 51. Then, the ASK demodulating section 81 of the RF interface section 61 
rectifies and smoothes that modulating wave (namely, detects an envelope) and 
supplies a generated signal to the voltage regulator 82. Further, the ASK 
demodulating section extracts a data signal by restraining a direct current component 
of the generated signal, and outputs that data signal to the BPSK demodulating circuit 

62 and the PLL section 63. 

The voltage regulator 82 stabilizes the signal supplied from the ASK 
demodulating section 81 and generates a direct current power and supplies the direct 
current power to each of the circuits. 

At this time, for example, a terminal voltage Vo of the antenna 53 is given as 
follows. 

Vo= Vio (1+k X Vs(t))cos(wt) 

Here, Vio shows the amplitude of a carrier wave component. 

Further, for example, a voltage value Vlr at a low level with respect to a 
voltage Vi after being rectified by the ASK demodulating section 81 is given as 
follows. 

VLR = Vio(l+kx(-l))-Vf 

Here, Vf shows a voltage drop across a diode D of the rectifying circuit. Vf is 
normally about 0.7 volt. 

The voltage regulator 82 stabilizes the signal rectified and smoothed by the 
ASK demodulating section 81 and supplies the signal to each circuit such as an 
arithmetic section 64 as the direct current power. Since the modulation degree k of the 
modulating wave is smaller than one, a voltage fluctuation after being rectified (the 
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difference between a high level and a low level) is small. Accordingly, the voltage 
regulator 82 can easily generate the direct current power. 

For example, when the modulating wave of 5% in modulation degree k is 
received such that Vio is equal to or greater than 3 volts, the low level voltage VLR 
5 after being rectified is equal to or greater than 2.15 (=3x(l-0.05)-0.7) volts so that the 
voltage regulator 82 can supply a sufficient voltage to each circuit as electric power. 
Further, the amplitude 2 x k x Vio (a peak-to-peak value) of an altemate current 
component (a data component) of the voltage Vi after being rectified is equal to or 
greater than 0.3 (=2x0.05x3) volts so that the ASK demodulating section 81 can 

10 demodulate data at a sufficiently high S/N ratio. 

Thus, conraiunication is performed at a low error rate (in a high S/N ratio) by 
utilizing the ASK modulating wave having the modulation degree k smaller than one, 
and a sufficient direct current voltage is supplied to the IC card 2 £is electric power. 
The BPSK demodulating circuit 62 demodulates the data signal (the BPSK 

15 modulating signal) firom the ASK demodulating section 81 in accordance with the 
clock signal supplied fi-om the PLL section 63, and outputs demodulated data to the 
arithmetic section 64. 

Next, in a step S4, when data supplied fi-om the BPSK demodulating circuit 62 
are enciphered, these data are decoded by the cipher/decode section 92 in the 

20 arithmetic section 64. Thereafter, these data (command) are supplied to the sequencer 
91 which performs the processing corresponding to this command (in a period from ti 
to tz in FIG. 15). In this period, i.e., in a period until a response fi-om the IC card 2 is 
received, the R/W 1 is on standby in a state in which the data of a value 1 are being 
transmitted. Accordingly, in this period, the IC card 2 receives a modulating wave 

25 having a constant maximum amplitude. 

Next, in a step S5, the sequencer 91 of the arithmetic section 64 outputs data of 
processed results, etc. (data to be transmitted to the RAV 1) to the BPSK modulating 
circuit 68. Similar to the SPU 32 of the RAV 1, the BPSK modulating circuit 68 
BPSK-modulates the data and then outputs the modulated data to the ASK modulating 

30 section 84 of the RF interface section 61. 
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The ASK modulating section 84 ASK-modulates the received modulating wave 
(the maximum amplitude of the modulating wave is constant in a transmitting time of 
the IC card 2) in accordance with data to be transmitted by changing a load connected 
to both ends of the antenna 53 in accordance with data by utilizing a switching 
element. A terminal voltage of the antenna 27 of the RAV 1 is fluctuated in 
accordance with the modulation and the data are transmitted to the RAV 1 (in a period 
from t2 to t3 in FIG. 15). 

In a step S6, the modulating circuit 23 of the R/W 1 continuously transmits the 
data of a value 1 (high level) even when data from the IC card 2 are received. The 
demodulating circuit 25 detects the data transmitted by the IC card 2 from a fine 
fluctuation (e.g., several ten microvolts) in the terminal voltage of the antenna 27 
electromagnetically coupled to the antenna 27 of the IC card 2. 

The demodulating circuit 25 amplifies a detected signal (the ASK modulating 
wave) by an amplifier with high gain. Thereafter, the demodulating circuit 
demodulates the detected signal and outputs generated digital data to the SPU 32. 

In a step S7, the SPU 32 of the RAV 1 demodulates the data (the BPSK 
modulating signal) and then outputs the data to the DPU 3 1 . The DPU 3 1 processes 
the data (in a period from ta to U in FIG. 1 5). 

Further, in a step S8, the DPU 31 of the R/W 1 judges whether or not 
communication is terminated in accordance with processed results. When the DPU 
judges that the communication is again performed, it is retumed to the step S2 and the 
next data (command) communication is performed in steps S2 to S7 (in a period from 
U to tg in FIG. 15). In contrast to this, when the DPU judges that the commvmication is 
terminated, the RAV 1 terminates the conraiiuiication with the IC card 2. 

As mentioned above, the RAV 1 transmits a predetermined command to the IC 
card 2 by utiUzing the ASK modulation having a modulation degree k smaller than 
one. The IC card 2 receives that command and performs the processing corresponding 
to the command and sends data corresponding to results of the processing back to the 
RAVI. 
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Next, in the processing performed by the IC card 2 in the above step S4, an 
operation at a data writing time to the EEPROM 66 will next be explained with 
reference to the flow charts of FIGS. 17 to 21. 

First, an operation at a data writing time to the random access area of the 
EEPROM 66 will be explained with reference to the flow charts of FIGS. 17 to 19. 

In a step S21, the sequencer 91 judges whether a physical block for writing 
data therein is a read/write block (in which no purse block is included) or not. When 
the sequencer judges that this physical block is a read/write block, it proceeds to a step 
S22. 

The sequencer 91 then refers to a purse block permission of the provider area 
definition block having a provider code of the R/W 1, and judges whether a purse 
block is used or not. When no purse block is used, it proceeds to a step S23 (FIG. 1 8). 

In contrast to this, when the sequencer 91 judges in the step S22 that the purse 
block is used, the sequencer judges in a step S24 whether the logic block number of 
data to be stored (written) is OOH or not. Namely, the sequencer judges whether the 
read/write block for writing data therein is overlapped with the purse block or not. 
When the sequencer 91 judges that the read/write block for writing data therein is not 
overlapped with the purse block, it proceeds to the step S23. 

In contrast to this, when the sequencer 91 judges that the read/write block for 
writing data therein is overlapped with the purse block, the sequencer performs an 
error processing in a step S25 and the processing of the sequencer is then terminated. 

When the sequencer judges in the step S21 that the physical block for writing 
data therein is not a read/write block, it proceeds to a step S26. The sequencer 91 then 
judges whether the physical block for writing data therein is a purse block or not. 
When the sequencer judges that this physical block is a purse block, it proceeds to a 
step S27. 

In contrast to this, when the sequencer 91 judges that the physical block for 
writing data therein is not a purse block, the sequencer performs an error processing in 
a step S28 and processing of this sequencer is then terminated. 
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In the step S27, the sequencer 91 searches the purse block (the physical block 
having a logic block number of OOH) in the random access area. When the sequencer 
finds the purse block, it proceeds to a step S29. 

In contrast to this, when no purse block is found in the step S27, no data can be 
5 written to the purse block. Accordingly, the sequencer 91 performs the error 
processing in a step S30 and the processing of this sequencer is then terminated. 

Next, in the step S29, the sequencer 91 judges whether an instruction 
(command) with respect to this purse block is an adding instruction or not. When the 
sequencer judges that this instruction is an adding instruction, it proceeds to a step 
10 S3 1 . In this step S3 1 , the sequencer refers to the purse block permission of the 

provider area definition block and judges whether the adding instruction is allowed or 
not. 

When the sequencer 91 judges in the step S31 that the adding instruction with 
respect to the purse block is allowed, it proceeds to the step S23. 
15 In contrast to this, when the sequencer 91 judges in the step S31 that the adding 

instruction with respect to the purse block is not allowed, the sequencer performs the 
error processing without executing the adding instruction in the step S32 and the 
processing of this sequencer is then terminated. 

When the sequencer 91 judges in the step 829 that the instruction with respect 
20 to the purse block is not the adding instruction, it proceeds to a step S33. In this step 
S33, the sequencer judges whether the instruction with respect to that purse block is a 
subtracting instruction or not. When the sequencer judges that this instruction is a 
subtracting instruction, it proceeds to a step S34. 

In the step S34, the sequencer 91 refers to the purse block permission of the 
25 provider area definition block and judges whether the subtracting instmction is 
allowed or not. When the sequencer judges that the subtracting instruction with 
respect to the purse block is allowed, it proceeds to the step S23. 

On the other hand, when the sequencer 91 judges in the step S34 that the 
subtracting instruction with respect to the purse block is not allowed, the sequencer 
30 performs the error processing without executing the subtracting instruction in a step 
S3 5 and the processing of this sequencer is then terminated. 
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Also, when the sequencer 91 judges in the step S33 that the mstruction with 
respect to the purse block is not a subtracting instruction, the sequencer performs the 
error processing in a step S36 and the processing of the sequencer is then terminated. 

Next, in the step S23 of FIG. 18, the sequencer 91 retrieves physical blocks of 
5 the random access area and searches a physical block having the same logic block 
number as the logic block number of data to be written. 

In a step S37, the sequencer 91 judges whether the number of physical blocks 
found in the step S23 is two or not. When this number is two, it proceeds to a step 
S38. In this step S38, the sequencer reads the values (any one of 00, 01, 10 and 1 1) of 
10 incremental counters in these two physical blocks and compares the values with each 
other. 

A physical block having a large incremental counter value is set to a physical 
block (a new physical block) in which new data are stored. A physical block having a 
small incremental counter value is set to a physical block (an old physical block) in 
1 5 which old data are stored. 

However, when the two incremental covmter values are 00 and 1 1, a physical 
block having the incremental counter value 00 is set to a new physical block while a 
physical block having the incremental counter value 1 1 is set to an old physical block. 

In a step S39, the sequencer 91 stores a number of the new physical block 
20 (physical block number) among the two physical blocks in the RAM 67 as a variable 
Y, and stores a number of the old physical block in the RAM 67 as a variable W (the 
number of a physical block utilized as a write block). 

Thus, after the variables Y and W are stored by the sequencer 91, it proceeds to 
a step S49. 

25 When the sequencer 91 judges in the step S37 that the number of physical 

blocks found in the step S23 is not two, it proceeds to a step S40. In this step S40, the 
sequencer 91 judges whether the number of physical blocks found in the step S23 is 
one or not. When the sequencer judges that this number is one, it proceeds to a step 
S41. 
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When the sequencer 91 judges in the step S40 that the number of physical 
blocks found in the step S23 is not one, the sequencer performs the error processing in 
the step S42 and processing of this sequencer is then terminated. 

Next, in the step S41, the sequencer 91 stores a number of the found physical 
block (one physical block) in the RAM 67 as a variable Y and it then proceeds to a 
step S43. 

In the step S43, the sequencer 91 retrieves physical blocks of the random 
access area and searches two physical blocks having the same predetermined logic 
block number. 

When the physical blocks are retrieved, the retrieving operation is sequentially 
performed from a logic block niraiber OOH. Accordingly, a retrieving time can be 
shortened when the logic block number of data to be often written is set to a smaller 
number. 

In a step S44, the sequencer 91 judges whether the two physical blocks having 
the same logic block nvimber are foimd in the step S43 or not. When the sequencer 
judges that these two physical blocks are foimd, it proceeds to a step S45. In this step 
S45, the sequencer refers to incremental coxmters of the two foimd physical blocks and 
stores the number of an older physical block among the two physical blocks in the 
RAM 67 as a variable W and it then proceeds to a step S49 (FIG. 19). 
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In contrast to this, when the sequencer judges in the step S44 that no two 
physical blocks are found in the step S43, it proceeds to a step S46. In this step S46, 
the sequencer 91 successively calculates parity of each of the physical blocks in the 
random access area and compares the same with a value stored to a parity section of 
5 each of the physical blocks. The sequencer thus searches a physical block causing a 
parity error. 

The sequencer then judges whether there is a physical block causing the parity 
error or not. When the sequencer judges that there is a physical block causing the 
parity error, it proceeds to a step S47. In this step S47, the sequencer 91 stores a 
10 number of that physical block in the RAM 67 as a variable W and it then proceeds to a 
step S49. 

In contrast to this, when the sequencer judges in the step S46 that there is no 
physical block causing the parity error, the sequencer performs the error processing in 
the step S48 and the processing of the sequencer is then terminated. 

15 Next, in the step S49 of FIG. 19, the sequencer 91 judges whether a physical 

block for writing data therein is a purse block (a physical block having a logic block 
number of OOH) or not. When the sequencer judges that the physical block is a purse 
block, it proceeds to a step S50. In this step, the sequencer judges whether or not the 
execution ID of an instruction given to the purse block is the same as the execution ID 

20 of the physical block of a number stored as the variable Y in the step S39 or S41 . 
When the sequencer judges that this execution of the instruction given to the purse 
block is the same as the execution of the physical block of this number, the sequencer 
judges that this instruction is already processed and the processing of the sequencer is 
terminated. 

25 Thus, when the R/W 1 retries the same command by utilizing the execution ED 

and this command is already processed, the IC card 2 does not perform processing of 
this command so that the same command is not processed twice. 

When the sequencer judges in the step S50 that the execution ID of the 
instruction given to the purse block is not the same as the execution ID of the physical 

30 block of a number stored as the variable Y, the sequencer judges in a step S51 whether 
the instruction given to the purse block is an adding instruction or not. When this 
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instruction is an adding instruction, it proceeds to a step S52. At this time, the 
execution ID of the physical block of the number of the variable Y is set to an 
execution ID of new block data. 

In the step S52, the sequencer 91 reads the purse data of the physical block of 
5 the number of the variable Y, and calculates a sum of the purse data and data included 
in the instruction given to the purse block. The sequencer then sets this sum to purse 
data (new purse data) in new block data. After such processing is performed, it 
proceeds to a step S54. At this time, the execution ED of the physical block of the 
number of the variable Y is set to an execution ID of the new block data. 

10 When the sequencer 91 judges in the step S5 1 that the instruction given to the 

purse block is not an adding instruction (i.e., is a subtracting instruction), it proceeds to 
a step S53. In this step S53, the sequencer reads the purse data of the physical block of 
the number of the variable Y and calculates the difference between the purse data and 
data included in the instruction given to the purse block. The sequencer then sets this 

15 difference to purse data (new purse data) in the new block data. After such processing 
is performed, it proceeds to the step S54. 

When the sequencer judges in the step S49 that the physical block for writing 
data therein is not a purse block (i.e., is a read/write block), it proceeds to the step S54. 
In the step S54, the sequencer 91 sets a number provided by adding one to an 

20 incremental counter value of the physical block of the number of the variable Y to an 
incremental coimter value of the new block data. However, when the incremental 
counter value of the physical block of the number of the variable Y is 1 1, the 
sequencer 91 sets the incremental counter value of the new block data to 00. 

Next, in a step S55, the sequencer 91 makes a parity arithmetic section 93 

25 calculate parity of each of data to be newly written, the incremental counter and the 

logic block number, and sets a value of this parity to a value of the parity section of the 
new block data. 

In a step S56, the sequencer 91 stores the new block data (data to be newly 
stored (the purse data and the execution ID in the case of the purse block), its logic 
30 block number, the incremental counter and these parities) in the physical block (write 
buffer) of the number of the variable W stored in any one of steps S3 9, S45 and S47. 
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As mentioned above, the physical block (write buffer) for storing data is 
selected by utilizing the logic block number and the incremental counter. Thus, when 
an obstacle is caused during a data writing operation, data of the same logic block 
number as a logic block number of the data are left in a memory so that no memory 
5 corruption is logically caused. 

Next, an operation at a data being written to the sequential access area of the 
EEPROM 66 will next be explained with reference to the flow charts of FIGS. 20 and 
21. 

In a step S61, the sequencer 91 stores the number of a leading physical block of 
10 the sequential access area in the RAM 67 as a variable Z. 

Next, in a step S62, the sequencer 91 reads the wraparoimd number of a 
physical block having a physical block number of Z and stores this wraparound 
number in the RAM 67 as a variable A. Further, the sequencer reads the wraparound 
number of a physical block having a physical block number of Z+1 and stores this 
15 wraparound number in the RAM 67 as a variable B. 

In a step S63, the sequencer 91 judges whether the difference (A-B) between 
values of the variables A and B is one or not. When this difference is not one, the 
sequencer judges that the physical block of the physical block number Z is a physical 
block for storing data having a final wraparound number, and it proceeds to a step S66. 
20 In contrast to this, when the sequencer 91 judges that the difference (A-B) 

between the values of the variables A and B is not one, the sequencer judges in a step 
S64 whether or not the physical block number Z is equal to the number of a final 
physical block of the sequential access area. When the sequencer judges that both the 
physical block numbers are the same, the sequencer judges that the final physical 
25 block of the sequential access area is a physical block for storing data having the final 
wraparovmd number, and it proceeds to the step S66. 

When the sequencer 91 judges in the step S64 that the physical block number Z 
is not the same as the number of the final physical block of the sequential access area, 
the sequencer increments the value of the variable Z stored in the RAM 67 by one in a 
30 step S65 and it is then returned to the step S62. Then, the processings fi-om the step 
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S62 to the step S65 are sequentially repeated while the value of the variable Z (the 
value of a physical block number to be retrieved) is being changed. 

In this way, the last one on the wraparound numbers of sequentially stored data 
is found. In the step S66, the sequencer 91 performs the parity check of a block of the 
5 nimiber of the variable Z (= the number of the final physical block of the wraparound 
number). 

In a step S67, the sequencer 91 judges whether a parity error is caused in that 
physical block or not. When the sequencer judges that the parity error is caused, it 
proceeds to a step S68. 

10 In the step S68, the sequencer 91 judges whether or not the value of the 

variable Z is the same as the number of a leading physical block of the sequential 
access area. When the sequencer judges that the value of the variable Z is the same as 
that number, the sequencer judges that a final block of data (in which no data causing 
the parity error are included) is the final physical block of the sequential access area. 

15 In a step S70, the sequencer stores the niunber of the final physical block of the 

sequential access area in the RAM 67 as a new variable Y and it then proceeds to a 
step S72 (FIG. 21). 

When the sequencer judges that the value of the variable Z is not the same as 
the number of the leading physical block of the sequential access area, the sequencer 
20 91 calculates the number of the final physical block of data by subtracting one fi-om 
the value of the variable Z in a step S71 . The sequencer 91 stores the calculated value 
(Z-1) in the RAM 67 as a variable Y and it then proceeds to a step S72. 

When the sequencer 91 judges in the step S67 that no parity error is caused, the 
sequencer stores the number (the value of the variable Z in this case) of the final 
25 physical block of data in the RAM 67 as a variable Y in a step S69 and it then 
proceeds to the step S72. 

Next, the sequencer 91 judges in the step S72 whether the number (the value of 
the variable Y) of the final physical block of data is the sane as the number of the final 
physical block of the sequential access area or not. When the sequencer judges that 
30 these numbers are same to each other, it proceeds to a step S73. 



32 



In the step S73, the sequencer 91 sets the number of the leading physical block 
of the sequential access area to the number of a physical block for writing new data. 
The sequencer stores this number in the RAM 67 as a variable W and it then proceeds 
to a step S75. 

5 When the sequencer 91 judges in the step S72 that the number (the value of the 

variable Y) of the final physical block of data is not the same as the number of the 
final physical block of the sequential access area, the sequencer sets a number obtained 
by adding one to the value of the variable Y to the number of the physical block for 
writing new data in a step S74. The sequencer stores this added number in the RAM 

10 67 as a variable W and it then proceeds to the step S75. 

Next, in the step S75, the sequencer 91 judges whether data to be newly stored 
are the same as those of the physical block (final data) of the number of the variable Y 
or not. When these data are same to each other, the processing of the sequencer is 
terminated since the data to be newly stored are already stored. 

15 In contrast to this, when it is judged that the data to be newly stored are not the 

same as the physical block (final data) of the number of the variable Y, the sequencer 
91 reads a wraparound number of the physical block of the number of the variable Y 
and sets a number obtained by adding one to this wraparound number value to a 
wraparound number of the data to be newly stored (new block data) in a step S76. 

20 Next, in a step S77, the sequencer 91 makes the parity arithmetic section 93 

calculate parity of the wraparound number (new block data) and data to be stored. In a 
step S78, the sequencer writes the new block data in the physical block of a number 
W. 

In this way, the wraparound number in sequentially stored data is sequentially 
25 retrieved and new data are stored in a physical block (or a leading physical block of 
the sequential access area) next to the final data. Accordingly, when an obstacle is 
caused during a writing operation of the new data, the data of a wraparound number 
smaller than that of the data being written are left so that no memory corruption is 
logically caused. 
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As mentioned above, the EEPROM 66 can independently provide memory 
areas to plural providers and is set to restrain occurrence of the memory corruption by 
utilizing the information of the attribute section. 

The same user block can be also allocated to plural providers. In this case, the 
5 same user block is allocated by an allocation table of the provider area definition block 
to which these providers (overlap providers) are registered. At this time, a different 
access right (read/write or read only)can be set with at every provider respect to the 
same user block by setting a partition table of the provider area definition block at 
every provider. Further, a purse block is set to be imused with respect to a 
10 predetermined provider and the purse block is set to be used with respect to the other 
providers so that the predetermined provider can write data to a user data section (read 
only with respect to the other providers) of the purse block used by the other providers. 

Further, the values of areas DOe, DOf (normally, an area for storing the version 
number of a security key therein) of the area definition block are set to a 
15 predetermined value (e.g., FFFFH) and a provider code (8 codes at its maximxmi) of 
the predetermined provider is stored in areas DIO to Dlf of the area definition block so 
that that provider (a local common provider) can use the user block allocated by the 
allocation table of the area definition block as a common area. 

Further, the local common provider is registered to two area definition blocks 
20 allocating the same user block thereto and a different access right is set at every area 
definition block so that the access right to that user block can be set at every local 
common provider. 

Thus, individual processings can be performed in accordance with plural 
providers (i.e., R/W) by setting the overlap provider and the local common provider in 
25 this way. 

As mentioned above, in accordance with the information processing method 
claimed in claim 1 and the information processing apparatus claimed in claim 3, the 
command is processed by utilizing a memory section including a first area for storing 
data of one user or more and a second area used by one user or more stored in the first 
30 area and set in a vacant area unused as the first area. Accordingly, the utilization 
efficiency of the memory can be improved. 
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In accordance with the information processing method according to claim 5 
and the information processing apparatus according to claim 9, a logic block number is 
allocated to data stored in a physical block, and new data having a predetermined logic 
block number are stored in a physical block except for the physical block storing the 
5 data having this logic block number therein. Accordingly, the occurrence of memory 
corruption can be logically restrained. 
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In accordance with the information processing method according to claim 14 
and the information processing apparatus according to claim 16, the data of a 
predetermined block of the second area have a recognition number, and a recognition 
number given by a command supplied from a user is compared with the recognition 
5 number given by the data so as not to repeatedly process the same command. 

Accordingly, it is possible to prevent each command from being processed plural times 
in error. 

In accordance with the information processing method according to claim 18 
and the information processing apparatus according to claim 20, a number 

10 corresponding to a storing order is allocated to data stored in a block. Further, when a 
block having a final number is the final block of an allocated area, new data are stored 
in a leading block. In contrast to this, when the block having the final number is not 
the final block, the new data are stored in a block next to the block having the final 
nimiber. Accordingly, the occurrence of memory corruption can be logically 

15 restrained. 

In accordance with the information processing method according to claim 22 
and the information processing apparatus according to claim 23, a command is 
processed by utilizing a memory section constructed such that plural data for 
respectively prescribing different access rights to one user and a predetermined area in 

20 a second area are stored in a first area. Accordingly, plural access rights in a 
predetermined memory area can be given to a predetermined user. 

In accordance with an information processing method according to claim 24 
and an information processing apparatus according to claim 25, a command is 
processed by utilizing a memory section constructed such that data for using a 

25 predetermined area in a second area by plural users in cooperation with each other are 
stored to a first area. Accordingly, the same memory area can be allocated to the 
plural users. 

In accordance with the information processing method according to claim 26 
and the information processing apparatus according to claim 27, a command is 
30 processed by utilizing a memory section constructed such that plural data for 

respectively prescribing different access rights to plural users and a predetermined area 
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in a second area are stored in a first area. Accordingly, different access rights in a 
predetermined memory area can be given to the plural users. 

INDUSTRIAL APPLICABILITY 
The present invention can be utilized in a non-contact card system using an 

card. 
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